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RESUMEN

Este estudio presenta el disefio y la validacion preliminar de una arquitectura de microservicios
segura para I[CC-Topo, un sistema de analitica curricular basado en grafos aplicado a educacion
superior. El objetivo fue desarrollar un prototipo que integre practicas DevSecOps y controles
OWASP sin comprometer el calculo del indice de complejidad curricular (ICC). La
investigacion siguié un enfoque cuantitativo, no experimental y transversal, enmarcado en
Design Science Research, combinando modelado de riesgos mediante STRIDE y LINDDUN,

disefio arquitectonico, implementacion y validacion funcional y de seguridad.

Los resultados evidencian la integracion de cinco componentes, la validacion end-to-end de
flujos analiticos, la verificacion de controles como JWT blacklist, RBAC, MFA vy rate limiting,

y el procesamiento exitoso de 52 de 57 mallas.

Se concluye que la analitica curricular segura es viable en arquitecturas distribuidas, aunque la
validacion de privacidad, la cobertura ASVS y la automatizacion DevSecOps requieren mayor

desarrollo.

Palabras claves: Control de acceso, DevSecOps, seguridad en educacion superior



UNIVERSIDAD ESTATAL PENINSULA
DE SANTA ELENA
FACULTAD DE SISTEMAS Y TELECOMUNICACIONES
INSTITUTO DE POSTGRADO

Secure Microservices Architecture for ICC-Topo: Cybersecurity Applied to a
Graph-Based Curricular Analytics System
Autor: Pachay Espinoza Anthony Abrahan

Tutor: Andrade Vera Alicia Germania

ABSTRACT

This study presents the design and preliminary validation of a secure microservices architecture
for ICC-Topo, a graph-based curricular analytics system applied to higher education. The
objective was to develop a prototype that integrates DevSecOps practices and OWASP controls
without compromising the computation of the curricular complexity index (ICC). The research
followed a quantitative, non-experimental, and cross-sectional approach framed by Design
Science Research, combining STRIDE and LINDDUN risk modeling, architectural design,

implementation, and functional and security validation.

The results show the integration of five components, end-to-end validation of analytical flows,
verification of controls such as JWT blacklist, RBAC, MFA, and rate limiting, and successful

processing of 52 out of 57 curricular meshes.

It is concluded that secure curricular analytics is feasible in distributed architectures, although
privacy validation, ASVS coverage, and advanced DevSecOps automation require further

development.

Keywords: Access control, DevSecOps, higher education security
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