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VULNERABILIDAD DE LA INFRAESTRUCTURA TECNOLOGICA DEL CUERPO
DE BOMBEROS DE SALINAS, ANO 2023

Autor: Ing. Luigi Villafuerte Clavijo
Tutor: Ing. Byron Oviedo Bayas, Ph.D.

RESUMEN

La presente investigacion abordo el problema critico en el &ambito de la seguridad cibernética.,
en el que la infraestructura tecnoldgica del Cuerpo de Bomberos de Salinas se encuentra
expuesta a riesgos significativos debido a la creciente amenaza de ataques informaticos. Ante
esta situacién, el objetivo principal fue evaluar los riesgos cibernéticos presentes en la
infraestructura de tecnologia de la informacion de la institucion. Para lograr este objetivo, se
empled la metodologia de analisis y gestion de riesgos de los sistemas de informacion
conocida como MAGERIT. Durante el analisis, se verificaron los niveles de riesgo en cada
departamento, identificando areas criticas de vulnerabilidad que podrian comprometer la

integridad y la eficacia operativa de dicha institucién. Los resultados obtenidos confirmaron



la existencia de areas criticas de vulnerabilidad que requieren atencién inmediata. Por tal
razén, se propuso la creacion de un plan de contingencia que permita reducir los riesgos

identificados durante el andlisis.

Palabras claves: seguridad cibernética, infraestructura tecnoldgica, MAGERIT, gestion de

riesgos, vulnerabilidades.
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ABSTRACT

The present research addressed the critical issue in the field of cybersecurity, in which the
technological infrastructure of the Salinas Fire Department is exposed to significant risks due
to the growing threat of cyber attacks. Given this situation, the main objective was to assess
the cyber risks present in the institution's information technology infrastructure. To achieve
this objective, the methodology of analysis and risk management of information systems
known as MAGERIT was employed. During the analysis, risk levels were verified in each
department, identifying critical areas of vulnerability that could compromise the integrity and
operational effectiveness of the institution. The results obtained confirmed the existence of

critical areas of vulnerability that require immediate attention. For this reason, the creation of



a contingency plan was proposed to reduce the risks identified during the analysis.

Keywords: cybersecurity, technological infrastructure, MAGERIT, risk management,

vulnerabilities
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